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Think about exactly what you make public on social 
networks (such as Facebook or Twitter) and how you 
come across. It is not only your friends who can see 
your information and images, many other people can 
too. Protect yourself: check your privacy settings on the 
platforms you use.

Information Commissioner's Office (UK)
www.ico.gov.uk/youth.aspx

eYou Guide to your Rights online
ec.europa.eu/information_society/eyouguide > Keywords >
Social networks
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OH
NO!

   MY VINYL
HEY PEOPLE 

SHOCK HORROR
IT’S BEEN STOLEN!!!

YO FABIAN!

HI TOM

BEEP

WHAT???  YOUR 
RECORDS HAVE
BEEN  
NICKED?

I TWEETED WHEN I WAS ON 
HOLIDAY, NATURALLY...

...AND WHILE I WAS SIPPINg 
COCKTAILS ON THE BEACH...

COLLECTION!

...SOMEONE WHO READ 
YOUR TWEETS BROKE INTO
         YOUR HOUSE!

HOW COULD I HAVE 
BEEN SO CARELESS!

TIP: Don’t publicise your 
whereabouts
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Be wary of internet acquaintances and do not believe 
everything they say. You can never be sure who such 
people actually are and what they really want. So be 
careful when meeting them. Always meet in a busy 
public place such as a cafe.

Insafe - European Network of Awareness Centres
www.saferinternet.org > For parents > Chat

Department of Education and Skills (Ireland)
www.webwise.ie 

Cybercrime Coordination Unit Switzerland (CYCO)
www.kobik.ch > Registration Form
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HE IS SOOOooo
SWEEEET!

ROMEO...18, gORgEOUS, A 
POET, MORE OR LESS MY 
SOULMATE.

WHERE DID YOU 
MEET HIM? TODAY’S OUR FIRST 

  REAL DATE!
DO I SENSE 
JEALOUSY?

AND YOU TRUST HIM?

ON THE
INTERNET.

REALLY?

WOW!

SEE YOU THEN. HE’S 
WAITINg IN HERE... HEY BABY, HERE I AM!

TIP: Be careful about internet 
dating 
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If you want to register in a chatroom, use a made up 
name as a nickname, one which gives no indication of 
who you are. If in doubt, ask your parents or someone 
you trust. Never reveal your real name, address, school 
address, telephone number or mobile number in chat-
rooms or emails.

If you have been pestered, talk to your parents or 
someone else you trust. They can assess the risks and 
help you. 

Child Exploitation and Online Protection Centre (CEOP)
www.thinkuknow.co.uk

Department of Education and Skills (Ireland)
www.webwise.ie > chatwise

Cybercrime Coordination Unit Switzerland (CYCO)
www.kobik.ch > Registration Form
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DAD?
HI SON, ON THE 
COMPUTER?

WHAT’S WRONg, DARLINg? WE HAVE TO DO SOMETHINg!

TAKE A 
LOOK.

   THE SWINE!

Alex9:  What?Badboy: You got perky titsBadboy: What are you   wearing?Alex9:  I’m 9Badboy: Have you got    big boobs?Alex9:  Boobs?  I’m a boy.

TIP: Protect children
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If you put photos and videos on the internet, be aware 
that others may distribute them further. Digital images 
can be copied very quickly and can get into the wrong 
hands. Once they are on the net, they are out of your 
control forever.

Think about your future as well: you may not want to 
see the images again in a few years time or they may 
cause you harm in your private or professional life. 

Teachtoday.eu
www.teachtoday.eu > Student advice > Protecting privacy and safety > 
Mobiles > Sexting

eYou Guide to your rights online
ec.europa.eu/information_society/eyouguide > Keywords > Photos 

Insafe - European Network of Awareness Centres
www.saferinternet.org > For parents > Sexting

Tel-jeunes
en.teljeunes.com/informe-toi/internet
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3 MONTHS AgO
WOW, A PICTURE FROM 
MY gIRLFRIEND! 

BEEP
BEEP

OH NO, SHE’S                
ENDINg IT!

DEAR COLLEAgUES...

DISSEMINATED BY HER         
EX-BOYFRIEND TO WHOM 
SHE HAD SENT THEM.

...NAKED!!!

...IMAgES ARE CIRCULATINg 
WITHIN    THIS COMPANY.

IMAgES OF...
...A FEMALE EMPLOYEE!

HEY gUYS, TAKE A LOOK AT 
WHAT MY EX USED TO SEND ME.

2 MONTHS AgO 1 MONTH AgO

TIP: Keep personal things 
private
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Some deals are too good to be true. This goes for the 
internet too! So always be sceptical. Search for additi-
onal information on the product and the supplier using 
reports of others’ experiences. Or contact the original 
manufacturer, who will be able to help you detect 
counterfeits and bootlegs.

STOP PIRACY - Swiss Anti-Counterfeiting and Piracy Platform
www.stop-piracy.ch/en

Swissmedic
www.swissmedic.ch > Market surveillance >
Medicinal products from the Internet

econsumer.gov
www.econsumer.gov > Report Your Complaint
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HAPPY BIRTHDAY  
       BABY

 I DID ORDER ONE.
LOUIS VUITTON, ON THE
INTERNET. UNFORTUNATELY THE BAg 

WAS A FAKE, SO CUSTOMS 
CONFISCATED IT.

OH BABY! FORTUNATELY 
YOU’RE NOT A FAKE!

...AND I gOT A HEFTY CLAIM 
FOR DAMAgES.

CLAIM FOR DAMAgES

ORIgINAL

ALL COUNTERFEIT ITEMS 
BEARINg THIS BRAND NAME 
ARE NOW TO BE DESTROYED.

WHAT? DON’T YOU LIKE 
THEM? I PICKED THEM    
   MYSELF.

YES... BUT I THOUgHT YOU 
WERE gETTINg ME A HANDBAg.

TIP: If it’s too good to be 
true... it probably is!
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Do not divulge your mobile phone number, even on the 
internet. Read exactly what you are committing your-
self to. It always makes sense to read the small print, 
especially the general terms and conditions.

Federal Office of Communication (OFCOM)
www.ofcom.admin.ch/sms

Cybercrime Coordination Unit Switzerland (CYCO)
www.kobik.ch > Registration Form
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NOT ONLY AM I              
HANDSOME... I AM ALSO...

I JUST HAVE TO ENTER MY 
MOBILE NUMBER AND...

I KNEW IT! I’M A 
gENIUS.

ONE MONTH LATER... A MOBILE PHONE BILL FOR 
MORE THAN 600 FRANCS?

I DON’T HAVE A SUBSCRIPTION 
TO IQ-TRICK.CH?!

WHAT?!

THIS IQ-TEST WILL             
PROVE IT.

...HYPER-INTELLIgENT!

THE RESULTS.

BEEP

TIP: Read the small print
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For most online purchases you have to register with a 
username and a password. Make sure you use diffe-
rent passwords for different online services. It is just 
as important to keep you passwords, usernames and 
access codes safe. Changing your passwords regularly 
further increases your security.
If someone makes unauthorised payments using your 
account, contact the payment service provider immedi-
ately in writing with all the documentation. 

Reporting and Analysis Centre for Information Assurance (MELANI)
www.melani.admin.ch > Risks on the Internet > Protection >
Rules of conduct
www.melani.admin.ch > Reporting form

Department of Education and Skills (Ireland)
www.webwise.ie > Chatwise > Risks > Identity theft

Get Safe Online (UK)
www.getsafeonline.org > Help me stop identity theft
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I CAN’T BELIEVE IT! YOU?      
A PORSCHE?

YES! I’LL TELL YOU 
MY SECRET.

I SET UP A HEALTH 
FORUM.

USERS ENTER THEIR EMAIL 
ADDRESS AND PASSWORD.

SOME USERS ENTER THE SAME 
PASSWORD EVERYWHERE.

AND HEY PRESTO I CAN NOW 
SHOP USINg THEIR ACCOUNT.

         1-2-3-4 
I-REMEMBER-THAT-
     FOR-SURE

THEN I TAKE THIS        
INFORMATION...

...AND SEE WHETHER I CAN 
USE IT TO PAY ON THE PAYIT 
PAYMENT SERVICE.

TIP: Use different passwords
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Being bullied is always painful – and this is true online 
as well. If you are a witness to cyber-bullying, don’t 
look the other way; involve adults if necessary. If you 
are bullied yourself, always turn to an adult you trust. 
Also, collect all the information on the attacks and 
make copies so that you can prove exactly what happe-
ned.

wiredSAFETY
www.stopcyberbullying.org

Teachtoday.eu
www.teachtoday.eu  > Useful resources > Cyberbullying

Keepcontrol.eu
www.keepcontrol.eu

Cybercrime Coordination Unit Switzerland (CYCO)
www.kobik.ch > Registration Form
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SHE HASN’T 
BEEN EATINg 
FOR DAYS.

WHAT’S WRONg,  
YASMIN? PROBLEMS 
AT SCHOOL?

HAS SOMEONE PINCHED 
YOUR PENCILS AgAIN?

THEY’RE BLOggINg, 
CHATTINg, TEXTINg AND 
TWEETINg ABOUT ME!

WE HAVE TO INFORM THE 
SCHOOL!

DO TELL US WHAT’S 
WRONg YASMIN! 

HAS SOMEONE BEEN 
PULLINg YOUR HAIR?

TIP: Deal with bullying

19

ROM THE INTERNET



Protect your computer and by doing so you protect 
all your important documents and memories: install 
an antivirus program and a firewall and update them 
regularly. Check whether there are security updates for 
the operating system and software and always install 
them. Make backup copies of all data which is impor-
tant to you, for example on a CD or an external hard 
drive. Keep the copies in a safe place. 

Reporting and Analysis Centre for Information Assurance (MELANI)
www.melani.admin.ch > Risks on the Internet > Protection >
Rules of conduct
www.melani.admin.ch > Services > Demonstrations and learning 
software

Get Safe Online (UK)
www.getsafeonline.org > How do I protect my PC

20

http://www.melani.admin.ch
http://www.melani.admin.ch
http://www.getsafeonline.org


STORIES FRO
DIgITAL MEMORIES

CO
MI

C: 
W

W
W

.M
AT

TI
AS

LE
UT

W
YL

ER
.C

H

NO
THANKS!

YES NO

SECURITY
UPDATE

OH NO! A VIRUS HAS 
ATTACKED OUR COMPUTER 
AND DESTROYED ALL 
THE DATA!

DAMN! I DELETED THE 
IMAgES ON HERE AFTER I  
TRANSFERED THEM..

FORTUNATELY I BURNED 
EVERYTHINg ONTO A DVD! OH NO!!!

VIRUS
ALL YOUR 
DATA IS BEINg 
DESTROYED

TIP: Protect your computer
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Check whether your wireless network (WLAN) is 
enrypted. If not, set up encryption using the manual 
for the device. The encryption tools are WPA2, WPA or 
WEP (an older standard). You can also get online help 
from the device manufacturer’s support site or via their 
hotline. Switch the WLAN device off when it is not in 
use.

Reporting and Analysis Centre for Information Assurance (MELANI)
www.melani.admin.ch > Risks on the Internet > Protection >
Wireless LAN

Federal Office of Communications (OFCOM)
www.ofcom.admin.ch/WLAN
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HAVE YOU ENCRYPTED 
YOUR WLAN?

WE HAVE A WARRANT TO 
SEARCH YOUR HOUSE...

...ON SUSPICION OF 
POSSESSION, CREATION 
AND DISTRIBUTION OF 
PROHIBITED PORNOgRAPHY. ERRR...

WE RECOMMEND YOU DO 
THIS IN THE FUTURE. 
UNFORTUNATELY WE HAVE 
TO CONFISCATE YOUR 
                 COMPUTER.

gOODBYE. YOU’LL BE 
HEARINg FROM US.

gOOD MORNINg. WE’RE 
FROM THE POLICE.

TIP: Encrypt your WLAN
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Cybercrime Coordination Unit Switzerland CYCOS
Federal Consumer Affairs Bureau FCAB
Federal Data Protection and Information Commissioner FDPIC
Federal Office of Communications OFCOM
Reporting and Analysis Centre for Information Assurance MELANI
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